Video Intercom

Currently supported devices are shown below:

1 Outdeor Station VEL-B21A

- 4.3 color TFT LCD

= System: Android 4 4 2

- Viisible light face recognition

- 2MP HD camers with IR support

« Anti-spoofing algorithm agsinst photos
and videos

Qutdeor Station VECB2IL

« 4.3 color TFT LCD

- System: Linux

- Premium audio snd videa quality
- Aluminum panal

« 2MP HD camers with sutomatic
lighting

3 Outdoor Station VED1-B22L

- Open the door by
IC/IDeard({20,000users)
- System: Linux

- Elevator control

« Home automation

4 Qutdoor Station VED1-B23L

- Open the door by password
- System: Linux
- Elevator control
- Home sutomation
=

5 Dutdeoor Station VEO1-BzaL

1.Compact Design

2. Digital WDR

3.H264/H 265 Video Codac
+.Motion Detection

[ Indoor Manitor VTo7-BzzL

Indeor Monitor VTo7-B2zA

IP Indoor Monitor

- 7" TFT LCD
- System: Linux

IP Indoor Monitor

-7 TFT LCD
+ System: Android 6.0.1

3 Indeor Monitor VTio-B21L

IP Indoor Manitor

- 10" TFT LCD
=« System: Linux

9 Indoor Maonitor WTio-B21A

IF Indoar Monitor

- 10,1* TFT LCD

« System: Andmid 6.0.1

Voo R

Operation Scenario

The Visual intercom module is used as the entry and exit management of people.Visual intercom devices
solve problems such as remote identity confirmation, secure visitor management, and remote
consultation. It enhances the security of residential communities, commercial buildings, schools, medical
institutions, and other places, improves communication efficiency, and provides users with convenient

and secure remote communication solutions.

Operation Step

This section describes the configuration process of the Video Intercom module service.

The Video Intercom module service configuration process is shown in Figure 1-1.
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Figure 1- 1 Video Intercom Configuration Process

Basic Management

This section describes how to make basic settings in ZKBio CVSecurity.

Building
Add building

Step 1: In the Video Intercom module, choose “Basic Management > Building”.
Step 2: Click New, the page for adding buildings is displayed.

Step 3: On the page for adding buildings, set the content as required, as shown in figure below. For
parameter Settings, see Figure 1-2.



Mew

Building Name* | Building 1

S

Area® ‘Ama Name - ‘

cane

Figure 1-2 Building Add Interface

1.3.1.2 Delete
Select Building, click Delete, and click OK to delete the building.

Prompt

Are you sure you want to perform the delete
operation?

TS e

Figure 1- 3 Delete Building

1.3.1.3 Export
Device information can be exported in EXCEL, PDF, CSV file format



User Password®
File encryption

File encryption
password®

File Format
Data to Export

1.3.14 Inport

Export

EXCEL -

(&) All (max 100000 records)

.;:j. Selected (max 100000 records)
Start Position 1
Total Records 100

Figure 1-4 Export

Batch import floor data according to the added template

File Format
Select File
Update Existing

Data

Import

() Excel

Not Uploaded

() Yes(s) No

The first line of the data format is table name, the second line is header, the third
line isthe import data, please check the file and then import

1.3.2 Unit

1.3.2.1  Add unit
Operation Step:

Figure 1-5 Import

Step 1: In the Video Intercom module, choose “Basic Management > Unit”.



Step 2: Click New, the page for adding units is displayed.

Step 3: On the page for adding units, set the content as required, as shown in figure below. For parameter
Settings, see Figure 1-3.

Unit Name*
Unit Number*

Belonging building®

conet |

Figure 1-6 Unit Add Interface

1.3.2.2 Delete
Select Unit, click Delete, and click OK to delete the unit.

Prompt

Are you sure you want to perform the delete
operation?

T e




Figure 1- 7 Unit Delete
1.3.2.3 Export
Device information can be exported in EXCEL, PDF, CSV file format

Export
User Password®
File encryption (@) Yes{) No
File encryption Pt
password®
File Format EXCEL st
Data to Export (&) All (max 100000 records)

i:) Selected (max 100000 records)
Start Position 1
Total Records 100

Figure 1-8 Export

1.3.2.4 Import

Batch import floor data according to the added template

Import
File Format {(») Excel
Select File Not Uploaded
Update Existing ™ =y
Data () Yes{s) No

The first line of the data format is table name, the second line is header, the third
line is the import data, piease check the file and then import

Figure 1-9 Import



Device Management

Device

Add devices

Step 1: Go to Video Intercom > Device Management > Device.

Step 2: Click New, the interface for adding a device will pop up.

Step 3: In the interface for adding a device, fill in the corresponding parameters according to the
adding requirement, as shown in the figure below. Please refer to Figure 1-10 for the description of

parameter.
New X

Device Mame™

IP Address™

Administrator Password f
Device Type™ R o

Area” Area Name -

Device Mumber® |

Cancel

Figure 1-10 Device Add Interface

Parameter How to set
Device name Customize the name of the device.
IP address Fill in the IP address of Video Intercom device.

Administrator Password Fill in the administrator password.



Select the device type you want to add, support to select
outer station, outdoor station, doorbell station and indoor
Station.
If select Outer Station, you should choose the device area
and Choose whether to enable the unit number.

Device Type If select Door Station, you should choose device area,
Building and unit.
If select Doorbell Station, you should choose area, building,
unit and room.
If select Indoor Station, you should choose area, building,
unit and room, and fill in the Sync Code.

Divide the device into regions and select the region to which

Area
the device belongs.
Device Number Customize the number of the device.
Table 1-1 Parameter setting
Delete

Step 1: On the Device interface, select the required Device from the list.

Step 2: Click Delete or clickonthe X jcon.to delete the selected Device.

Step 3: Click Delete, to ensure and delete the selected Device from the list.
Export

You can export all transactions in Excel, PDF, CSV format.



Export *

User Password®

File encryption Yes Mo ‘
File encryption N

password*

File Format EXCEL i

Data to Export All {max 100000 records) ‘

Selected (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 1-11 Export video intercom Configuration Flow

Control

® Reboot Device

It will reboot the selected device.

® Synchronize Time

It will synchronize device time with server’s current time.

® Synchronize All Data to Devices

Synchronize data of the system to the device. Select device, click Synchronize All Data to Devices and

click OK to complete synchronization.

View/Get

® Getrecord

Select device and click get records to get the device data.



Access Management

Access Control Group

Access control group define groups and categories of video intercom to facilitate subsequent permission
assignment operations.

Setting operations include creating access level groups and adding doors to access level groups.
Add

This section describes how to create Step for Access Control groups in the module of Video Intercom.

Step 1: In the Video Intercom module, choose “Access Management > Access Control Group”.
Step 2: Click New in the left column, and the page for adding access control groups is displayed.

Step 3: On the page for adding access control groups, set parameters based on the new requirements, as
shown in figure below. For parameter Settings, see Table 1-2.

Mew x

Level Name® |

Description
OK Cancel

Figure 1-12 Adding Access Control Groups

Parameter How to set
Level name Customize the name of the access control groups.
Description Add description as needed.

Table1-2 Description of Access Control Right Groups
Step 4. Click OK to finish configuring the access control right group.
Add device

Step 1: In the Video Intercom module, choose “Access Management > Access Control Group>Add
Device”.

Step 2: Click “Add Device”, and the page for selecting a door is displayed. add a door as required, as
shown in figure below.



Device Name Area Name |

Altemative Selected(0)

|| Device Name Area Name  Building Na._ Unit Name || Device Name Area Name  Building Na__ Unit Name
[ EBE0H-164 WHANKES ces 1

| BEmrIO#-116  AreaName 3 3

No data

> > 50rows perpage * Total of 2 records

Figure 1-13 Adding Access Control Groups Add Devices
Step 3: Click OK to finish configuring the device for the video intercom right group.
1.5.1.3 Export/Import
Export the permission group information of Access Control Template:

In the Video Intercom Module, click Access Management > Access Control Group>Export>Export
permission group information”, then You can export doors of access level in Excel file format. Enter the
user password in the displayed security verification dialog box, and Click OK. Select whether to encrypt the
file and the file format to export, and Click OK.

(JZKBio CVSecurity = % o
- -
E-‘ Basic Management 5 Video Intercom / Access Management / Access Control Group
Access Control Group < Browse Levels1Device Combination
m Device Management 3
Level Name | @ & Devica Name | Devics Type | ~| More~

EY Access Management v _ J .

Access Control Group G Refresh  —# New @ Delete SRESEILES 4 Import ~ G Refresh [ Delete Device
Set Access By Levels || Level Name Deseri ! 4 Export permission group information E erations

| T Export permission group device information @

| Device Name Device Type  Area Name  Building Na..  Unit Name

Set Access By Person [ o mn Outer Station Area Name

R i i m 2 A
9

Figure 1- 14 Export the permission group information Template 1



Export permission group information *®

User Password”

File encryption (®) Yes() No

File encryption Pyt
password*

File Format EXCEL i

Data to Export (=) All (max 100000 records)

(") Selected (max 100000 records)
Start Position 1
Total Records 100

Figure 1- 15 Export the permission group information Template 2

Export the permission group device information of Access Control Template:

({JZKBio CVSecurity i %
B2 Basic Management > Video Intercom / Access Management / Access Conirol Group
ccess Contro Tou| < rowse Levels’ levice Combination
As C | Group B Levels1Device Combinati
m Device Management >
Level Name Q ¢ Device Name Device Type
EE Access Management w
Access Control Group O Refresh = New W Delete | el =0l8es & Import ~ O Refresh W Delete Device
Level Name Descrip_ - e L erations Device Name Device Type  Area Name  Buih
SetAccess By Levels ¢ T Export permission group information o vp
2 Export permission group device information 3
SetAccess By Person 1 e @ " Cuter Station Area Name
S0 2 ¢ &

Figure 1- 16 Export the permission group device information Template 1

Export permission group device information X
User Password®
File encryption () Yes() No
File encryption Pt
password®
File Format EXCEL -
Data to Export (=) All {max 100000 records)

Figure 1- 17 Export the permission group device information Template 2
1.5.1.4 Delete devices

Select delete device, click Delete, and click OK to delete device.



Prompt

Are you sure you want to perform the delete
operation?

Figure 1- 18 Delete Device

1.5.2 Set Access By Levels

This section describes Operation Step that set access by levels in the module of video intercom in ZKBio
CVSecurity.

1.5.2.1 Add personnel

Operation Step:

Step 1: In the Video Intercom module, choose “Access Management>Set Access by Levels “

Step 2: In the Operation column of the corresponding permission group, click “Add Personnel”. The Add

Personnel page is displayed. Select personnel as required.



(&) Query (") Building ) Unit

Personnel ID I I Name ‘

Alternative Selected(0)

[| Personne.. First Name Last Name | Personne.. First Name Last Name
123456778  max lastName
56568 568568 56568
56567 56567 56567

silvia

» 50 rows per page ~

CS I

Figure 1- 19 The interface of add personnel when set access by level
Step 3: Click OK to complete the assignment of personnel add.

1.5.2.2 Export personnel of access level

Expcrt bem‘mmel of access level x

User Password* [ |
File encryption (®¥es() No
File encryption | | o4
password®
File Format 'EXCEL - |
Data to Export @ All (max 100000 records)

 canel

Figure 1- 20 Export the personnel of access level

1.5.2.3 Import personnel of access level



Impert Personnel of Access Level o

File Format (w) Excel
Select File Not Uploaded

The first line of the data format is table name, the second line is header, the third
line is the import data, please check the file and then import.

| |

Figure 1- 21 Import the personnel of access level

1.5.2.4 Delete Personnel

Select delete personnel, click Delete, and click OK to delete personnel.

Prompt.

Please select the ebjects you want o operate!

Figure 1- 22 Delete personnel

1.5.3 Set Access By Person

This section describes Operation Step that set access by person in the module of video intercom in ZKBio
CVSecurity.

1.5.3.1 Add personnel

Operation Step:

Step 1: In the Video Intercom module, choose “Access Management>Set Access by Personnel “

Step 2: In the Operation column of the corresponding permission group, click “Add to Levels”. The Add

level page is displayed. Select level as required.



e E—

Alternative Selected(0)

| Level Name Description m Level Name Description

[

50 rows per page ~ Jump To

Figure 1- 23 The interface of add level when set access by personnel

Step 3: Click OK to complete the assignment of personnel add.

1.5.3.2 Export
Export ®
User Password® | |
File encryption () Yes() Mo
File encryption l | o4
password®
File Format [z|F -
~ cance

Figure 1- 24 Export the access level of personnel
1.5.3.2 Synchronize Level

Select the level to be synchronized and send the corresponding device area data in the software to the
device.



Prompt

Are you want to perform the Synchronize Level

operation?

BT e

Figure 1- 25 Synchronize Level
1.5.3.4 Delete from levels

Select delete level, click Delete, and click OK to delete level.

Prompt

Are you sure you want to perform the delate
operation?

o I

Figure 1- 25 Delete level

1.6 Video Intercom Reports

In the video intercom report, you can query all video intercom records, including call records and unlock
records.You can export all records or query records. This section describes the Step for querying and
exporting reports in ZKBio CVSecurity.



1.6.1 Call Records

1.6.1.7 Record query
Operation Step

Step 1: In the Video Intercom module, choose “Video Intercom Report > Call Records”.

Step 2: On the call Records interface, fill in the corresponding query information and click theicon “ to

complete the query of all records, as shown in figure below.

[JZKBio CVSecurity = % © O amn -
B2 Basic Management 5 Video Intercom / Video Intercom Reports / Call Records
B Dovice Maragerent. > Time From |2023-08-24 0:00:00 | To |2023-11-24 235050 Personnel ID Device Name | a ¢
Access Management > ‘G Refresn B Get Records 1 Export
& ge
Time Device Name Area Name Number Event Type Ring Duration/second
[ Video Intercom Reports  + o
2023-11-20 22:56:37 221 Area Name 10.8.143 Received 12
2023-11-20 19:15:14 221 Area Name 10001 Received 4
Unlock Records
2023-11-20 19:11:19 221 Area Name 10001 Call Out 3
2023-11-20 19:10:55 221 Area Name 10001 MissingCall 1
«
.
Figure 1- 26 Report Query Page
1.6.1.2 Getrecords
.
Operation Step

Step 1: In the Video Intercom module, choose “Video Intercom Report > Call Records > Get Records”.

Step 2: On the Get Records interface, select the indoor station, as shown in figure below.

Get Records

Indoor Station” | Click to select

Figure 1- 27 Get Records Page 1

Step3 : On the Select device interface, select the the device you need, as shown in figure below.



Select Device X

Device Name IP Address £ &
Alternative Selected(0)
Device Name IP Address Device Name IP Address
=Rf221 10.8.14.221

No data

1-1 50 rows per page

Cancel

Figure 1- 28 Get Records Page 2
Step 4: Click OK to complete the complete the acquisition of device records
Export

Click Export, enter the user password in the displayed security verification dialog box, and Click OK. Select
whether to encrypt the file and the file format to export, and click OK.

Export »®
User Password®
Filz encryption &) Yes Mo
File encryption P
password®
File Format EXCEL -
Data to Export o) All (max 100000 records)

Selected (max 100000 records)
Start Position 1
Total Records 100

0K Cancel

Figure 1- 29 Report Export



Call Records

Ring
Tine Device Name Area Name Tumber Event Type ]EJurat
ien/s
econd
2023-11-20 22:56:37 221 Area Name 10.8.14. 3 1z
2023-11-20 19:15:14 221 Area Name 10001 4
2025-11-20 19:11:19 22T drea Name 10001 3
2025-11-20 19:10:55 221 drea Name 10001 1
2025-11-20 19:09:56 221 Area Name 10001 5]
2025-11-20 19:05:48 221 dres Name 10001 4
2023-11-20 19:07:27 221 Ares Name 10001 5
2023-11-20 17:44:48 221 Area Name 10.8.14. 3 4
2023-11-20 16:15:08 221 Area Name 10.8.14. 3 4
2023-11-16 19:54:01 221 drea Name 10001 2
2025-11-16 19:55:52 22T drea Name 10001 3
2025-11-16 19:52:23 221 drea Name 2010008 1]
2025-11-16 15:51:49 221 Ares Name 2010008 1]
20253-11-16 19:51:35 221 dres Name 2010008 1]
2025-11-16 19:51:1¢ 221 hres Name 2010008 0
2023-11-16 19:51:01 221 Area Name 2010008 Q
2023-11-16 19:50:49 221 Area Name 2010008 Q
2025-11-16 19:50:22 221 drea Name 2010008 1]
2025-11-16 13:50:10 22T drea Name 2010008 1]
2025-11-16 19:44:47 221 Area Name 10.8.14. 3 ]
2025-11-16 19:44:03 221 Ares Name 10.8.14. 3 4
2025-11-16 19:36:26 221 dres Name 10.8.14. 3 75
Figure 1- 30 Call Report Export
Record query
. H YA "
Step 1: In the Video Intercom module, choose “Video Intercom Report > Unlock Records”.
Step 2: On the unlock Records interface, fill in the corresponding query information and click the icon
to complete the query of all records, as shown in figure below.
ZKBio CVSecurity 3 © O amn -
[ Basic Management > Video Intercom / Videe Intercom Reports | Unlock Records
m Device Management > Time From | 2023-08-24 0:00:00 To 2023-11-24 23:59'59 Personnel D || Device Name a [
[#¢ Access Management > O Refresh [ Get Records 2 Export
Time Device Name Personnel 1D First Name Last Name Unlock Met... Number Status
Video Intercom Reports  ~
2023-11-23 14:30:46 BT OH-164 Password 0000
Call Records
2023-11-23 14:30:43  S55i]0O41-164 Password 789 Failed
2023-11-23 14:30:39  S5pi]0O4-164 Password 0000
2023-11-23 14:29:02 B ]0#1-164 Password 0000

Figure 1- 31 Report Query Page

Getrecords

Step 1:In the Video Intercom module, choose “Video Intercom Report > Unlock Records > Get

Records”.

Step 2: On the Get Records interface, select the indoor station, as shown in figure below.




Get Records

Click to select

Figure 1- 32 Get Records Page 1

Step3 : On the Select device interface, select the the device you need, as shown in figure below.

Select Device
| — ae
Alternative Selected (D)
Device Name IP Address  Device Name

BErr]OH-164 10.8.14.164

Bi]104l-116 10.8.14.116

1< < 1-2 > »l 50 rows per page ~

BT [ e |

Figure 1- 33 Get Records Page 2

IP Address

No data

Step 4: Click OK to complete the complete the acquisition of unlock records

1.6.1.2 Export

Click Export, enter the user password in the displayed security verification dialog box, and Click OK. Select

whether to encrypt the file and the file format to export, and click OK.



User Password®
File encryption
File encryption
password®

File Format

Data to Export

Export

¢\ Yes Mo

P

EXCEL -
o) All (max 100000 records)
Selected (max 100000 records)
Start Position 1
Total Records 100

Cancel

Figure 1- 34 Report Export

4 A B C D E F G H
1] Unlock Records.

“ Time Device Name Perzonnel ID First Name Last Hame Unlock Mathed Funber Status
3 2023-11-23 14:30:46 S 1164 Password 0000 Succeed
4 2023-11-73 14:30:43 B0 -164 Password 788

5 2023-11-73 14:30.39 B0 -164 Password 0000 Suoceed
& 20231125 142002 o IO -164 Paszword 0000 Sncceed
7 0231125 1426 58 o 14164 Paszword 9993

B 2023-11-23 14:28:52 i 104164 Paszword 99

2 20231123 14:2G:49 S IO 164 Password 0000 Succeed
a 2023-11-22 17:40:54 EriOd 164 Password 000g Succeed
| 2023-11-77 086744 B OH-116 Face

2 PO23-11-07 0f BT 13 B IOH-116 Face

3 20231122 07 02 27 B IO#-116 Face

4 2023-11-22 07:00:39 B O#-116 Face

5 2023-11-22 07:00:17 S 1OH-116 Face

16 20231122 06:47:40 S 1OH-116 Face

7 2023-11-71 09.37.00 B OH-116 Face

8 2023-11-71 09,3536 B lOH-116 Face

20231120 22 3T 26 o 4164 Paszword 123456

20 20231120 22 3708 o 14164 Paszword il

2 2023-11-20 19:08:09 & 104164 Paszword 0000 Succeed
22 2023-11-20 19:08:05 S IO -164 Password 0000 Succeed
23 Z023-11-70 19.06:08 B0 -164 Password 0000 Suggeed
24 2023-11-70 19.06.02 B0 ~164 Password 0000 Suoceed
25 20231120 1905 53 o 1041684 Password 0000 Snoceed
DA ARem I AR AL AE T BTN asa kS 1 Aran - 1

Personnel

Person

Add personnel

Figure 1- 35 Unlock Report Export

Residence information

Set the Residence information parameter for the personnel.




1 ator Control Plate Register Passage Setting FaceKiosk Locker Setting Residence Information Personnel Detail L4

Levels Settings Belonging building | ——— -

A\ Please add permiss .
Unit Name S -

Room Number

Add Select All Unselect All

Cancel

Figure 2- 1 Residence Information

Fields are as follows:

Parameter Description
Belonging Building Select the building to which the personnel belongs.
Unit name Select the unit to which the personnel belongs.
Room number Fill in the room number of the personnel.

Table2-1 Description of Resident Information
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