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1 Key Updates

The new version of WDMS is a middleware developed based on BioTime
8.0.

Upgrade

e Enhanced attributes under Profile Settings and Device Access
Personnel Module Settings.

¢ Added Resignation Management settings.

e Supports Visible Light Series Attendance devices.

Device Module e Supports Bio-Photo Management, Firmware Upgradation, Daylight
Saving Time for devices, etc.

¢ Enhanced Device Configuration Settings.

e MTD module obtains verification records from the Mask & Body
temperature detection devices and generates statistics and reports

MTD Module of the mask and body temperature.

* Anemail notification will be sent to the designated person if any of
the person has a higher body temperature or does not wear a mask.

Added Database backup function, Email settings, FTP settings, PDF

System Module
settings, and login security settings.
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2 MTD Module

2.1 Real-Time Monitoring

The real-time monitoring interface displays the personnel verification records uploaded from the mask
& temperature detection devices in real-time.

Real-Time Monitoring

Abnormal Records TodayTotal: {50 & 0 (D1 Normal Records Today Total: ([ &

- -
354 353

356 358 362 362 363 363
t Mas st Mas i s s With Mask With Mask With Mask With Mask
213568 213568 213568 213568 565959 nicole 565959 nicole 565958 nicole 565959 nicole
Department Department Department Department Department Department Department Department
2020-10-23 11:49:33 2020-10-23 11:49:30 2020-10-23 11:49:28 2020-10-23 11:49:26 2020-10-23 11:49:02 2020-10-23 11:49:00 2020-10-23 11:48:58 2020-10-23 11:48:56

[

. ‘ -~
355 356 359 363 364 364
Mas thout Mas t Mas 1 With Mask With Mask
213568 213568 213568 - 565959 nicole 565959 nicale
Department Department Department - Department Department
2020-10-23 11:49:20 2020-10-23 11:49:18 2020-10-23 11:49:15 2020-10-23 11:27:55 2020-10-23 10:38:47 2020-10-23 10:35:46

The records will be shown on the Abnormal Records list if the personnel is detected with high body
temperature or without wearing a mask, otherwise it will be displayed on the Normal Records list.

2.2 Dashboard

The Dashboard displays the following statistics:

o Daily Status

* Department Summary
* Monthly Temperature
*  Monthly Exception
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MTD
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s £)-
—
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2.3 Transaction

It displays the transactions uploaded from the mask & body temperature detection devices. If the

detected body temperature exceeds the threshold temperature set on the software, then the
temperature will be marked in red.

© Q = LR )

Transaction

¥ Fiters =

Employee ID

Employee 1D
First Name
Last Name
Department
Position
Cheek Date
Check Time
Temperature
With Mask
ares

N

Upload Time

Total 60 Records 1

C =v n:1>

2.4 Report

There are three kinds of reports generated for temperature and mask detection.

Daily Details

It displays the number of detected body temperatures along with the temperature values.

Page |4 Copyright©2020 ZKTECO CO., LTD. All rights reserved.



WDMS

Change Log

» & Department

& YDE

@ Geralt-Test

& DLA 1

& v_test 100011
111112132
123
2
3200300
33
666666
emmm
10011
123
15
3200
3200300
7496
10001
20200923
222
MO0617235
MOD617449

Employee Code

& 20w

MTD
Real-Time Monitoring Transaction Daily Detail
®i=dh StartDate  2020-09-01

End Date

2020-09-25

First Name Department Name
& Department
k Department
vond: Department
58 Department
ba: Department
zsj@zhou Department
aa Department
vond: Department
vond: Department
K Department
258 Department
Johnson Department
qwertyuiopassli?ae Department
zsigzhou Department
Tom DLA
simon.zhang Department
* Geralt-Test
e Department
Marcel Laporte Department
Richard Taylor Department
n 2 3 3 Total 43 Records 1

Z S O A =
Check Date Checked Qty. Temperature
2020-09-25 2 349,349
2020-09-25 1 363
2020-09-25 1 367
2020-09-25 116 0.00. 0,00,00,0.000, Y 0.0.
2020-09-25 1 366
2020-09-25 17 0.0,00,0.0,0.0,00,36.2,36.2,0.0,0.0,00,00,-0
2020-09-25 2 365365
2020-09-25 26
2020-09-25 a7 !
2020-09-24 38 36.5,36.5,36.5,36.4,36.4,36.5,36.2,36.4,36.5,36_
2020-09-24 87 0.0,0. 0,0.0,0.0,0.0,0.0, ) 00.
2020-09-24 1 380
2020-09-24 22 0.0,33.8,340,34.0,36.6,--,-,34.0,35.8349,-33
2020-09-24 21 1.0,36.8,36.7,36.6,36.6,36.6,36.6,36.6,36.8,36...
2020-09-24 4 -
2020-09-23 4 365,365
2020-09-23 19 36.1,36.7,36.1,35.9,38 6,36.2,35.9,34.3,36.0,34.
2020-09-23 10248 32.0,32.1,319,319,31.9,31.831.8318317,32.
2020-09-23 2 365366
2020-09-23 5 36.4,36.4,36.3,36.0,36.1

Department Summary

It displays the statistics of detected temperatures, abnormal temperatures, the number of persons

without a mask, and so on.

o
Department Summary
StartDate  2020-08-01 End Date  2020-08-28 o
» & Department A i B
& YDE i
& Geralt Test DepartmentC... DepartmentN.. Employee Qty.  Check Date Checked Qty.  RegularQty.  Abnormal Qty.  Higher Temper... Without Mask .. Uncheck Qty.
= DL 1 Department 525 2020-09-28 1 0 1 0 1 524
& v_test 1 Department 525 2020-08-27 7 2 5 0 H s18
1 Department 525 2020-09-25 1 2 s 0 s s12
1 Department 525 2020-09-24 5 1 4 1 3 520
9 LA 1 2020-09-24 1 1 0 0 0 0
1 Department 525 2020-09-23 H 0 H 0 H 520
7 Geralt-Test 1 2020-09-23 1 0 1 1 0 0
1 Department 525 2020-09-22 1 1 0 0 0 s24
7 Geralt-Test 1 2020-09-22 1 0 1 1 1 0
1 Department 525 2020-09-21 3 0 3 1 2 s22
5 Tests 1 2020-09-21 1 1 0 0 0 0
7 Geralt-Test 1 2020-09-21 1 0 1 1 1 0
7 Geralt-Test 1 2020-09-20 1 o 1 o 1 o
7 Geralt-Test 1 2020-09-13 1 0 1 1 0 0
7 Geralt-Test 1 2020-09-18 1 0 1 1 1 0
7 Geralt-Test 1 2020-09-17 1 0 1 1 0 0
7 Geralt-Test 1 2020-09-16 1 1 0 0 0 0
7 Geralt-Test 1 2020-09-15 1 o 1 o 1 o
1 Department 525 2020-09-14 1 0 1 1 0 528
7 Geralt-Test 1 2020-09-14 1 1 0 0 0 0
G 20w n 2 > Total 20 Records 1 | Page m

Abnormal Detail

It displays the details of abnormal temperature and the mask-wearing status of the persons.
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&

¥ & Department
& YDE
@ Geralt-Test
& DL&
& v_test

MTD

Real-Time Monitoring Abnormal Detail

Start Date  2020-09-01

Employee Code

2333
2333
2333
2333
2333
2333
2333
2333
2333
2333
2333
2333
2333
2333
2333
2333
2333
666666
666666
2333

&)

20

v

End Date  2020-09-25

First Name Department Name
vona. Department
vong Department
vond Department
vong Department
vond Department
vona. Department
vong Department
vond Department
vong Department
vond Department
vona. Department
vong Department
vond Department
vong Department
vond Department
vona. Department
vong Department
vond Department
vong Department
vond Department

Check Date.
2020-09-28
2020-09-28
2020-09-28
2020-09-28
2020-09-28
2020-09-28
2020-09-28
2020-09-28
2020-09-28
2020-09-28
2020-09-28
2020-09-27
2020-09-27
2020-09-27
2020-09-27
2020-09-27
2020-09-27
2020-09-27
2020-09-27
2020-09-27

n 2 3 .. 538 ) Total 10749 Records 1

Employee

Check Time
09:23:58
09:23:57
09:19:45
09:19:44
09:13:44
08:58:54
08:58:53
08:58:31
08:58:30
08:57:55
08:43:02
20:58:00
20:57:59
20:52:02
20:5201
20:51:09
20:51:08
19:46:17
19:46:16
19:46:06

Temperature
368°C
368°C
36.5C
365°C
36.8°C
366°C
367°C
36.7°C
367°C
366°C
366°C
366°C
366°C
366°C
366°C
366°C
366°C
366°C
366°C
366°C

ré

Fn|
‘with Mask
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False

" o=

2.5 Configuration

On the Configuration interface, the user can set the Threshold Temperature and Temperature unit. The

temperature unit can be setas °C or °F.

e # Temperature Setting
Trans,

Report Temperature Warning*  37.3

Configuration
# Alert Setting

Temperature Alarm

Real-Time Monitoring Setup

MTD

Temperature Unit  °C

Mask Alarm (1 )

When the Temperature Alarm or Mask Alarm function is enabled, and if a person with abnormal
temperature or without mask checks-in/out, an Email notification will be sent to the same person along
with Superuser and the System User who has the permission to access the department to which the

person belongs.
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3 Personnel Module

3.1 Personnel Attributes

On the Personnel module, click Employee > Employee > Add/Edit to view the following features.

Add
Prefile

Company* - Employee ID* 2

First Name Last Name
Department  --=--ren [ e —

Position  =---reeeen

Employment Type  —------—- Hired Date  2020-10-22

Private Information

S

3.1.17  Employment Type

The Employment Type is categorized into Permanent, Temporary, and Probation. If the employment
type is set as Temporary or Probation, then the Effective Start date and End date of the employment
must be set. After the time period is completed, the personnel data will be automatically deleted from
the corresponding device(s).

Employment Type  Probation Hired Date  2020-10-20

Effective Start Date* 2020-10-23 Effective End Date* 2020-10-23

3.1.2  Device Access Settings

Users can set the Verification mode, Device privilege, enroll Card number, PIN and Fingerprint, Register
bio-photo for the employee on the [Device Access Setting] page.
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Private Information Device Access Setting

Verify Mode  Any - Device Privilege Employes
Card NO. PIM
Enroll Device FPQty. V10

Bio-Photo

3.2 Resignation Management

Users can add orimport the resigned employee details through this interface. The user can also reinstate
the resigned employees if required. Finally, the resigned employee details will be removed from the

corresponding device(s).

Add

Departme Department hd Employee Qa

EmployeeID & FirstName & Last Name Department
00001 Department
lala&thaha Department
Department_Compa
“ Department_Compa
Department_Compa

a
2 Department_Compa

20 v Total7 Records

Resign Date*  2020-10-16

Resign Reason

First Name & Last Name Department

None
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4 Device Module

4.1 Firmware Upgrade

The Firmware Upgrade process upgrades the firmware of the corresponding device.

Device

® Q = gtvs

Device
& & Bockmarks+ T Filters =
New Area Clear Pending Command Data Clean Data Transfer Device Meny D M e~ =
D . Serial Number Area Company Name Device IP R UserQly.  FPQty.  FaceQty.  FamQty.  TransactionQty. cmd
5756201000006 lala Company 192.168.218.223 § 44 28 1 9 0 9 1 Z w
Read Information .
v CKVS202060017 3 company2 192168215166 40 8 0 4 0 57 7 & mw
Enroll Remotely
D 1o - Duplicate Punch Period
o Capturs Setting
3 -~

Daylight Saving Time

Upgrade Firmware *

Upgrade File*: | Choose File No file chosen emfu.cfg

4.2 Daylight Saving Time

On the Device interface, select the required device(s) from the list and then click Device Menu >
Daylight Saving Time to view and set the daylight-saving time.
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Device

Device
& Bookmarks > Y Filters -

Add Delete New Area Clear Pending Command Data Clean Data Transfer Device Menu

Device Name & Serial Number & Area & Company Name Device IP Reboot UserQty.  FPQty.  FaceQty.  Palmaty.

Auto add 5756201000006 lala Company 192168218223 . 28 1 El 0
to Read Information

€KVS202060017 3 company2 192168218.166 s 0 4 0
Enroll Remotely

Duplicate Punch Period
Capture Setting

Upgrade Firmware

Users can set the Daylight-Saving Mode as By Date/Time or By Week/Day. After confirming the settings,
the daylight-saving time will be issued to the device(s).

Daylight Saving Time X
Daylight Saving Time Daylight Saving Mode™ | By dateftime
. By dateftime
Start Date®  2020-06-30 Start Time*®
By week/day
End Date® 2020-06-30 End Time*  04:00:00

4.3 Bio-Template

The Bio-Template interface displays detailed information about employees' biometric templates
uploaded from the device(s).
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Bio-Template

Device
Device Device Command
& Bookmarks= Y Filters -
Employee ID First Name
3 hyp3
666666 5
1 Hu
1 Hu
1 Hu
1 Hu
1 Hu
17 Titw
9 hyp9
8 hyos
4 hyp4
19 jenny1a
16 hyp16
15 Johnson
14 hyp14
10 hypio
003 003
001 001
3 hyp3
(&} 19 v n 2 3 Total

Last Name

Smith

Ning

Smith

| 22 Records 1

Bio-Type
Face
Fingerprint
Fingerprint
Fingerprint
Fingerprint
Fingerprint
Fingerprint
Fingerprint
Fingerprint
Fingerprint
Fingerprint
Fingerprint
Fingerprint
Fingerprint
Fingerprint
Fingerprint
Fingerprint
Fingerprint
Fingerprint

Bio-Index

N R - P R = =)

Major Version Serial Number
7 AEXH191960001
10 AEXH191960001
10 AEXH191960001
10 AEXH191560001
10 AEXH191960001
10 AEXH191560001
10 AEXH191960001
10 AEXH191960001
10 AEXH191560001
10 AEXH191960001
10 AEXH191560001
10 AEXH191960001
10 AEXH191960001
10 AEXH191960001
10 AEXH191960001
10 AEXH191560001
10 AEXH191960001
10 AEXH191960001
10 AEXH191960001

/Z S 9 m e~ =
Update Time
2020-09-24 17:15:42
2020-09-24 17:15:40
2020-09-24 17:15:39
2020-09-24 17:15:39
2020-09-24 17:15:38
2020-09-24 17:15:38
2020-09-24 17:15:38
2020-09-24 17:15:38
2020-09-24 17:15:38
2020-09-24 17:15:36
2020-09-24 17:15:36
2020-09-24 17:15:36
2020-09-24 17:15:36
2020-09-24 17:15:36
2020-09-24 17:15:36
2020-09-24 17:15:35
2020-09-24 17:15:35
2020-09-24 17:15:35
2020-09-24 171535

4.4 Bio-Photo

Users can register the bio-photo of the personnel through Import or scanning the QR code with a mobile
phone. Only the approved bio-photo will be issued to the visible light devices for verification.

@ Bookmarks +

Employee ID

565959

Device Bio-Photo

Device

¥ Filters «

Delete Approve ar

First Name

nicole

Transaction

Code

Last Name

Total 4 Recs

Bio-Template

import Bio-Photo

Company Name  Email

Company

Company

Company

Serial Number

CKVS202060017

CKVS202060017

CKVS202060017

ot [ 2 =

User Photo

Bio-Photo Register Time 3 Remark

2020-10-23 11:26:24

2020-10-2

-

7 2 9o m =
Approval State Approval Time 4
Auto Approved  2020-10-23 11:26:
Auto Approved 20-10-231
Auto Approved 2020-10-23 11:26:
Auto Approved

4.5 Configurations

4.5.1

Device Communication Settings

The device communication setting is used to set the device as a registration device, filter the resigned
personnel, and the parameters of uploading the data such as Name, Card to the device.

Page |11
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Device
® Q = BT Configuration
& -
Device Communication Setting Bio-Photo Approval Policy Data Retention Setting

= ata -

Registration Device | () Mo Resigned Filter | () Mo Allow Auto Add
D 1og -

Allow Download (@23

% conourion: ~ [RCITEC] Allow Upload tame

Name

Global setun (EEEEY ) Default Timezone®  Et/GMT+8

Heartbeat 10 Seconds Transfer Mode*  Real-Time

Transfer Interval® Minute(s) Transfer Time*

4.5.2  Bio-Photo Approval Policy

The Bio-Photo Approval Policy can be set for the bio-photo uploaded by Mobile phone, Device, AP],
import function, and so on.

Device
Device Configuration

Device Communication Setting

Bio-Photo Approval Policy Data Retention Setting

Employes Edit*  Pending Batch Import”  Pending
D Log

Mobile Register”  Pending Device Upload®  Auto Approved
8 configurations

APl Upload™  Auto Approved

4.5.3  Data Retention Setting

Here, the user can set the number of days for data retention including Transactions, Commands, Device
logs, and Upload logs. It is set as 9999 by default.

Device
Device Configuration

Device Communication Setting  Bio-Photo Approval Policy  Data Retention Setting

The software will keep the recent data accarding to the value set hers,setup 9999 to keep all data

Transaction® 9999 Days

Command* 9999 Days

Configurations Devicelog® 9999 Days Upload Log* 9999 Days

Page |12 Copyright©2020 ZKTECO CO., LTD. All rights reserved.



WDMS

Change Log

5 System Module

5.1 Data Management

The Data Management process includes Database Backup and Database Migration.

5.1.1  Database Backup

Users can backup the database and photos automatically or manually to prevent data loss. It also

supports the PostgreSQL database and photo restoration.

System

Group Backup
&Bockmarks~ Y Filters «

Backup Automatically Backup Manually Restore Manually
Database Database Name Operator Time Store Path

PostgresQL biotime admin123 2020-09-25 14:30:54 C:\Test\20200925143034.5ql

/ 2 D 0 A =
Status Remark

Success Backup Manually

5.1.2  Database Migration

It supports to migrate specific data, including Company, Area, Department, Employee, Device,

Transaction of WDMS5, and WDMS6 to the new version of WDMS.

Page |13
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System

Group Migrate

= Database Migrate

Database Migrate From* () \wpviss  (8) WDMS6

Database *  MSSQL Server
Address *
Port *
Name*
Usert

Passwerd*

Fields to migrate

Migrate Status [Clzan cache

¥t didn't enacute migrate, try this to solve.

Test Connection Migrate Clear Connect

5.2 Integration

5.2.1  Auto Export

The attendance transactions can be exported to the specific Server path, Email account, FTP, and SFTP

servers automatically according to the frequency set.

Add

Code* Mame*

File Mame yyyy-MM-DD v

Data Template (Please drag the fields you want to export from the right to the text box below.)

{emp_codeht{first_namel\tilast_namept{dept_codel\t{dept_nameltidatePt{timel\tiverify_typefitipunch_st

atef\tiwork_codelit{card_number}it{area_name\titerminal_aliash\titerminal_snj\riyn

Format Setting Data Filter Setting Export Time Setting Export Path Setting

Short Date Format™  yyyy-MM-DD Short Time Format™  HH:mm
ID Digits® 0 File Format®™  Txt
The digits of employee ID Support .xls .csv bt only.

Employee ID {emp_code}
First Name {first_name}
Last Mame {last_name}

Department Code {dept_code}

Department Name {dept_name}

Date {date}

Time {time}

Verify Type {verify_type}
Punch State {punch_state}
Work Code {work_code}

Card Number {card_number}
Area {area_name}
Device Alias {terminal_slias}
Serial Number {terminal_sn}

m CanEE|
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5.3 Configuration Settings

5.3.17  Email Setting

In Email settings, the user can set up the system Email information. When an email alert is triggered, the
system will send an Email notification to the specific Email address.

System

Group Auto Export System Log Email Setting

SMTP Server  smtp zkteco.com Smitp 3000000

Portt 25 TS
Email Account* | nancy xie@zkteco.com soox@xnce00,domain name/domain user
PRSSUIOIG"  sesseseressnsssnssreasnssansesns
Yes @

5.3.2  FTP Settings

Here, the user can set up the FTP Server connection information. The transaction files exported by the
software can be set to save to the corresponding FTP server path for 3" party software integration.

Add

Host Address™:

Port Number®:

Authentic Method®:

Username™:

Password:

22

Passwaord

5.3.3  PDF Export

Here, the users can set the PDF format for exporting the reports.
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System

Auto Export PDF Export

PageSize Auto

Orientation  Portrait
= Integration

Footer Left  Page/Total Page
D Log

Footer Right  Time

< |

Configuration

5.3.4 Bookmarks

Users can save the filters as a bookmark to simplify the search operation next time.

System
® Q = e Bookmarks
B Bookmarks= Y Filters ~
M Delete /7S 0D m o=

2 - Title User & Content Type & Filters Is Shared Saved Time

1 admin1 Company {"Company Code contain 1 *[*1","_p1_company_code_contains=1","%58%221%22%5D"]} ) 2020-10-19 14:57:10 ]
D Log -
& Configuration -

5.3.5  Security Settings

Here, the users can set the login verification code, password validity, password strength, lock account
function to enhance the data security of the software.

System o n -

= [ ‘Security Setting

0 Login Setup

Single Login () Disable Verification Code ( (1) Disable.
Lock Setting () Disable

2, Password Policy
User must ehange password at first login

Enforce Password Expiration

Password Strength Lower (®) Medium Higher

“Notice
LowerPassword must be 8 to 16 characters
MediumPassword must be 8 to 16 characters, and contain at least 2 of the following types: numbers, letters and special characters.

HigherPassword must be 8 to 16 digit combination of numbers, letters and special characters
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6 Forget Password

If the personnel could not recall the login password, click Forgot Password on the login page to get the
new password.

¢ Enter the Username and Email address provided during user registration.

User

Usemame

Submit

e Anemail to reset the password will be sent to the corresponding email account as shown below:

Reset Password

Please click Reset Password to reset your password. The link will be
expired in 2 hours. If you have never requested a password reset,
please ignore this email, and your password will remain the same.

Reset Password

e Users need to click the link provided in the email within 2 hours to get the new password.
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