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Without the prior written consent of ZKTeco, no portion of this manual can be copied or forwarded in any
way or form. All parts of this manual belong to ZKTeco and its subsidiaries (hereinafter the "Company" or
"ZKTeco").

ZK is a registered trademark of ZKTeco. Other trademarks involved in this manual are owned by
their respective owners.

This manual contains information on the operation and maintenance of the ZKTeco equipment. The
copyright in all the documents, drawings, and more in relation to the ZKTeco supplied equipment vests in
and is the property of ZKTeco. The contents hereof should not be used or shared by the receiver with any
third party without express written permission of ZKTeco.

The contents of this manual must be read as a whole before starting the operation and maintenance of the
supplied equipment. If any of the content(s) of the manual seems unclear or incomplete, please contact
ZKTeco before starting the operation and maintenance of the said equipment.

It is an essential pre-requisite for the satisfactory operation and maintenance that the operating and
maintenance personnel are fully familiar with the design and that the said personnel have received
thorough training in operating and maintaining the machine/unit/equipment. It is further essential for the
safe operation of the machine/unit/equipment that personnel have read, understood, and followed the
safety instructions contained in the manual.

In case of any conflict between terms and conditions of this manual and the contract specifications,
drawings, instruction sheets or any other contract-related documents, the contract conditions/documents
shall prevail. The contract specific conditions/documents shall apply in priority.

ZKTeco offers no warranty, guarantee or representation regarding the completeness of any information
contained in this manual or any of the amendments made thereto. ZKTeco does not extend the warranty
of any kind, including, without limitation, any warranty of design, merchantability, or fitness for a
particular purpose.

ZKTeco does not assume responsibility for any errors or omissions in the information or documents which
are referenced by or linked to this manual. The entire risk as to the results and performance obtained from
using the information is assumed by the user.
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ZKTeco in no event shall be liable to the user or any third party for any incidental, consequential, indirect,
special, or exemplary damages, including, without limitation, loss of business, loss of profits, business
interruption, loss of business information or any pecuniary loss, arising out of, in connection with, or
relating to the use of the information contained in or referenced by this manual, even if ZKTeco has been
advised of the possibility of such damages.

This manual and the information contained therein may include technical, other inaccuracies or
typographical errors. ZKTeco periodically changes the information herein which will be incorporated into
new additions/amendments to the manual. ZKTeco reserves the right to add, delete, amend, or modify the
information contained in the manual from time to time in the form of circulars, letters, notes, etc. for better
operation and safety of the machine/unit/equipment. The said additions or amendments are meant for
improvement /better operations of the machine/unit/equipment and such amendments shall not give any
right to claim any compensation or damages under any circumstances.

ZKTeco shall in no way be responsible (i) in case the machine/unit/equipment malfunctions due to any
non-compliance of the instructions contained in this manual (ii) in case of operation of the
machine/unit/equipment beyond the rate limits (iii) in case of operation of the machine and equipment in
conditions different from the prescribed conditions of the manual.

The product will be updated from time to time without prior notice. The latest operation procedures and
relevant documents are available on http://www.zkteco.com

If there is any issue related to the product, please contact us.

ZKTeco Industrial Park, No. 32, Industrial Road,
Tangxia Town, Dongguan, China.

+86 769 - 82109991

+86 755 - 89602394

For business related queries, please write to us at: sales@zkteco.com.

To know more about our global branches, visit www.zkteco.com.
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ZKTeco is one of the world’s largest manufacturer of RFID and Biometric (Fingerprint, Facial, Finger-vein)
readers. Product offerings include Access Control readers and panels, Near & Far-range Facial Recognition
Cameras, Elevator/floor access controllers, Turnstiles, License Plate Recognition (LPR) gate controllers and
Consumer products including battery-operated fingerprint and face-reader Door Locks. Our security
solutions are multi-lingual and localized in over 18 different languages. At the ZKTeco state-of-the-art
700,000 square foot ISO9001-certified manufacturing facility, we control manufacturing, product design,
component assembly, and logistics/shipping, all under one roof.

The founders of ZKTeco have been determined for independent research and development of biometric
verification procedures and the productization of biometric verification SDK, which was initially widely
applied in PC security and identity authentication fields. With the continuous enhancement of the
development and plenty of market applications, the team has gradually constructed an identity
authentication ecosystem and smart security ecosystem, which are based on biometric verification
techniques. With years of experience in the industrialization of biometric verifications, ZKTeco was
officially established in 2007 and now has been one of the globally leading enterprises in the biometric
verification industry owning various patents and being selected as the National High-tech Enterprise for 6
consecutive years. Its products are protected by intellectual property rights.

This manual introduces the installation procedure of WDMS software.

All figures displayed are for illustration purposes only. Figures in this manual may not be exactly consistent
with the actual products.
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Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

Convention Description

Bold font Used to identify software interface names e.g. OK, Confirm, Cancel

Multi-level menus are separated by these brackets. For example, File > Create >

>
Folder.
Symbols
Convention ’ Description
h This implies about the notice or pays attention to, in the manual

The general information which helps in performing the operations faster

n <

The information which is significant

0 Care taken to avoid danger or mistakes

c The statement or event that warns of something or that serves as a
cautionary example.
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Overview

WDMS is an advanced middleware which stands for Web-based Data Master System. As a middleware,
WDMS allows the user to deploy on kinds of servers and databases for devices and transactions
management. It provides a stable connection to ZKTeco standalone push communication devices
through Ethernet/Wi-Fi/GPRS/3G. Administrators can access WDMS anywhere through the browser or a
third-party software by APl to handle thousands of devices, thousands of employees, and their
transactions. At the same time, its new MTD module will ensure that every employee entering the work
area is well.

Installation Setup

System Requirements

Windows 7/ 8/ 8.1/ 10 (64-bits)
Operating System  Windows Server 2008/ 2008R2/ 2012/ 2012R2/ 2016/ 2019

(64-bits)
Memory 4GB or above
CPU Dual-Core Processor with a speed of 2.4GHz or above
100GB or above
Hard Disk (We recommend using NTFS hard disk partition as the software

installation directory)

PostgreSQL 10 (default)

MS SQL 2005/2008/2012/2014/2016/2017
MySQL 5.0/ 5.6/ 5.7

Oracle 10g/11g/12¢/19c¢

Chrome 33+
Internet Explorer11+
Firefox 27+
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3 Installation Steps

Perform the following steps to install the WDMS software.

1. Right-click the setup.exe file and select Run as Administrator.

Marme Date modified Type Sme

WS 10V26/2020 338 AM
i setup W2R/2020 321 AM

Fle falder

':|'||1||-.atn:|||_ 2043 KB

2. Select the setup language from the drop-down list.

Select Setup Language >

Select the language to use during the
installation,

English “

arabic

Beshasa Indonesia

Espanol

Frangais

Thai

Tirkte

Vietnamese

Pyc Ha
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D
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3. Click Start to start the installation process.

i setup - WDMS -

WDMS

WDMS Is a web-based middleware which can be deployed on kinds of server and database
for devices and transactions management.

Start

4. Carefully read the License Agreement and click Agree if you agree to the license terms and

conditions and Back if not.
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i setup - WDMs - X

SND-USER LICENSE AGREEMENT FOR THIS SOFTWARE

Last Updated: March 08, 2018
Please read this End-User License Agreement carefully before dicking the "Agree” button, downloading or using the SOFTVWARE PRODUCT.

This Agreement is a legal agreement between you (either an individual or a single entity) and the Author of this software for the SOFTWARE PRODUCT
identified above, which indudes computer software, mobile application, and may indude associated media, printed materials, and anline or electranic
documentation.

By dicking the "Agree” button, downloading, copying, or using the SOFTWARE PRODUCT, you are agreeing to be bound by the terms and conditions of this
Agreement. If you do not agree to the terms of this Agreement, do not dick on the "Agree™ button and do not download or use the SOFTWARE PRODUCT.

The SOFTWARE PRODUCT is licensed, not sold, to you by the Author of the software for use strictly in accordance with the terms of this Agreement. The
SOFTWARE PRODUCT is protected by copyright laws.

LICENSE
The Author of the software grants you a revocable, non-exdusive, and non-transferable license, install and use of the SOFTWARE PRODUCT solely for
your company use. You may install and use an unlimited number of copies of the SOFTWARE PRODUCT.

‘¥ou may reproduce and distribute an unlimited number of copies of the SOFTWARE PRODUCT; provided that each copy shall be a true and complete copy,
induding all copyright and trademark notices, and shall be accompanied by a copy of this ELILA.

DESCRIPTION OF OTHER RIGHTS AMD LIMITATIONS

Limitations on Reverse Engineering, Decompilation, and Disassembly. You may not reverse engineer, decompile, or disassemble the BIOTIME, except and
only to the

extent that such activity is expressly permitted by applicable law notwithstanding this limitation.

Separation of Components.
The SOFTWARE PRODUCT is licensed as a single product. Its component parts may not be separated for use on more than one computer.

Term and Termination.
This Agreement shall remain in effect untl terminated by you or the Author of the software. The Author of the software may, in its sole discretion, at any
time and for any or no reason, suspend or terminate this Agreement with or without prior notice.

<Back || Agreed > || Cancel

Copyright©2020 ZKTECO CO., LTD. All rights reserved.



WDMS Installation Guide

5. Select the installation path to install the software and click Next.

i3 Setup - WDMS - O X

WEB-BASED MIDDLEWARE SOFTWARE

s |

6. Set the Port number and select the Add Firewall Exception checkbox.

e oors
5 Setup - WDMS — 0 X

MULTI-LOCATION CENTRALIZED SYSTEM

Manage hundreds of time and attendance terminals globally.

T s
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Choose Default Database to install the software in the default database PostgreSQL. The user can

also configure the database after installation in the BioTime Platform Service Console.

i3 Setup - WDMS

PostgreSQL
(Default)

MySQL

(® PostgreSQL Database (O Other Database

MULTIPLE DATABASE COMPATIBILITY

MS SQL Server

Oracle

8. If the user chooses to configure the database in the installation process, click Other Database and
select the type of database. Fill in the details accordingly.
MULTIPLE DATABASE COMPATIBILITY
Configure Database
Database Name
P (O No Database
®MS SQL Server SQL Username
OmysaL
O Oracle SQL Password
SQL Server IP
O Defauit Database (@ Other DataBase
Page |10
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9. Click Install.

5! setup - WDMS - X

WDMS

WDMS Is a web-based middleware which can be deployed on kinds of server and database
for devices and transactions management.

Click Install to continue with the installation, or dlick Back if you want to review or
change any settings.

10. Complete the installation process by restarting the system.

ﬂ Setup - WDMS —

Real-Time and Advanced Dashboard

T ZK‘ECE

Completing the WDMS Setup Wizard

O Yes, restart the computer now

(®) Mo, T will restart the computer later
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11. Afterinstallation, run the WDMS Platform Service Console in the taskbar or in the Start menu.
Then click Start under the Service tab.

E WDMS Platform Services Console |

B woms

[
jiz¢ Uninstall WDMS

8 woms

B \WDMS Server Controller

&8 WDMS Platfo

s Serrice & Database l.,I).S‘ystem

b Srart e Stop \J‘ Restart m Services E Check =) Mpgrada sl

10-12 09:17 Fort is OK! -

- Service Type
10-1Z 09:17 Start the service
Pk jribe 10-12 0817 bio—apached is OK
® (rste 10-12 09°17 bioproxy is 0K
10-12 09:17 biv—cache iz 0K
1012 09:17 bie—server is OK
Eea A 1012 08°17 Finich Start

S

- Port
HITE Bm|800 | | chack 2ot |
-
03 Aug, 2020 | E:WHIms | Tipsz:Flease stop the service and then modify the parameters

12. Double-click the WDMS Home Page shortcut icon on the desktop. The system login interface will
pop up as shown below:

ZKTzco

Create New Superuser
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Initially, the user needs to create a Super System Administrator and log in to the software with the

created Administrator account.

SQL Server Configuration with WDMS

While installing the MS SQL Server, choose Mixed Mode Authentication.
Click Start > SQL Server Configuration Manager > Protocols for MS SQL Server.
Right-click TCP/IP > Enable TCP/IP.

& Sql Server Configuration Manager
File Action View Help

o= 20=H

;3 SQL Server Configuration Manager (Local) Protocol Name Status
[ SQL Server Services
E SQL Server Network Configuration (32bit)

% Shared Memory Enabled

B SQL Native Client 11,0 Configuration (32bit) ?:’t:’[’s Pipes E::E:::
4 B SQL Server Network Configuration
@ Protocols for MSSQLSERVER ‘ .
Q SQL Mative Client 11.0 Configuration Lot i ﬁ@
Protacol
IP Address 182168344 -
TCP Dynamic Ports
TCP Port 1433
B8 p3
Active Yes
Enabled Yes =
IP Address 1e80:3d9a:8c90:4264:248%13
TCP Dynamic Ports
TCP Port 1433
|
Active Yes
Enabled Yes /

TCP Dynamic Ports

1P Address 177001 /

B 1ps
Active Yes .
Enahlad Var

Active

Indicates whether the selected IP Address is active.

e | | e e—

Then select IP Address > IPAII.
In IPAIIl configuration, set the value of TCP Dynamic Ports as 1433.
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Sql Server Configuration Manager (=)@ ]=]
File Action View Help
= |#|EB=H
43 SQL Server Configuration Manager (Local) Protocol Name Status
5 sQLserverServices % Shared Memory  Enabled
3. 5QL Server Network Configuration (32bit) 4 Nomed Pipes Enabled
3 @ SQL Native Client 11.0 Configuration (32bit) = TCR/P Enabled

4 H 5QL Server Network Configuration

Bl Protocols for MSSQLSERVER :
TCP/IP Propert
+ & SQL Native Client 110 Configuration L L sine (-8 l=essl
F‘mtugu\l IP Addresses I

TCP Dynamic Ports -
TCP Part 1433
B s
Active Vs
Enabled Yes
1P Address 127.00.1
TCP Dynamic Ports
TCP Port 1433
B g
Active Yes
Enabled Yes
1P Address 1680::100:7F:FFe3611

TCP Dynamic Ports

P Port 1433
Ef iran

m

TCP Dynamic Ports rd
TCP Port 1433 -
Active

Indicates whether the selected IP Address is active,

=

Click OK and then restart the SQL services.

WDMS Configuration

Open the WDMS Platform Service Console to configure

Server Port Configuration

In the Service tab, click Stop to stop the services and then enter the port number. Click Check Port to
see if the port number is available. Then click Start to start the services again.

: Platform

I Service & Datshaze i) System

% Start Stop \J:' Restart | g\ Services

10-12 09:17 Fort is OK!

Service Type .
10-12 09:17 Start the service

Https 10-12 09:17 bio—apachel iz OK
10-12 09:17 bio—proxy is OK
10-12 09:17 bio—cache iz OK
10-12 09:17 bio—server is OK

o 10-12 0917 Finish Start

" 10-12 09:21 Start stopping service
SERVICE 1 10-12 09:21 bio—proxy stopped
10-12 09:21 bio—apachel stopped
10-12 09:21 Finish Stop

Fort
HITE EBort (800 | [ Check Port
03 Aug 2020 E: WWIMS Tips:Flease stop the service and then modify the parameters

Page |14 Copyright©2020 ZKTECO CO., LTD. All rights reserved.



WDMS

Installation Guide

Note:

“Port Unavailable” means that the port is occupied. Please set another port and retest.

When the port number is modified, right-click the WDMS icon

Properties to change its URL.

sl Service @l Databasze

Start
Service Type
(@) hpache
Services

sgrvice| 1

Fort

TP Port

03 Aug, 2020 E:WIMS

u Stop

-

®) WDMS Platform Services Console

i) System

Q Restart

Https

Check Fort

on the desktop and open the

g\ Services |__3 Check

10-1Z 09:17 Fort is OF!

Tpzrade

10-12 09:17 Start the service
10-12 09:17 bio—apachel is 0K
10-12 02:17 bioproxy is 0K
10-12 09:17 bio—cache 15 0K
10-12 09:17 bie—server is 0K
10-12 09:17 Finiszh Start

Tips:Flease stop the service and then modify the parameters

# . WDMS Properties

Security  Details

Previous Versions

General Web Document
) WDMS
URL: | http

- //127.0.0.1:81 |

Shortcut key: | Mone

Visits:

Linknown

Database Configuration

Change lcon...

In the Database tab, the user will see the following image if the database was already configured

during installation.
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|
[ £l |
/79 Connect Test |
. |
|

WOST |127.0.0.1

IB HAME | biotime
USEE  posteres

FORT ‘ 7496

03 Aug 2020 E:\WINS

. Service iy Database

Create Table

Database Type | PostereSAL

TSI 88688008888

i Systen

-]

Tips:Fleaze stop the service and then modify the parameters

2. If the database was not configured during installation, the user needs to select the desired

database and enter the correct parameters then click Connect Test. It will display “Connected
Successfully”if the connection was made successfully.

Page |16

B woMms
o Servize | o Detsbeze |G igpcpan
() |
/79 Comnect Test Create Table
. |
|

wsT |

IE NAME

USER |

FAISWORD |

FORT

03 Aug 2020 E: \WINS

Datsbase Type |FostareSiL

-

Tipz:Fleasze stop the serviee and then medify the parameters

\o Service @l Databaze

(e

P

Database Type |FostzreSQL

IE HAME

wilns_blk

USER |postgres

PASSWORD |nnnnn

PORT 65432

03 Aug, 2020 E:\WING

1) System

‘

( \
/7 Connest Test @ Create Table

£ ‘

|

Ml

HOST 192, 168, 218, 48 |

10-12 09:30 Start Connect Test
10-12 09:30 cormect successfully

Tips:Fleaze stop the service and then modify the parameters
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3. Click Create Table and once it is successful, it will display “Connected Successfully”

. SERVICE | b DATABASE

@ Create Table

i) SYSTEM

fo)
/77 Connect Test

02-24 16:12 Start Connect Test
02—24 16:12 comnect =ucceszfully

Datahase Type
HOST |192. 168.1.67 |

Datshaze Hane |biotime_db |

USER |sa |
PASSHORD | ¥R |

PORT |1433 |

Hints:Please stop the service and then modify the parameters

- SERVICE | b DATABASE i) SYSTEM

'

()
/)T’ Connect Test Create Table

SOl SERVER <] 02-24 16:10 Start Commect Test
SQL SERVER
Datehase Type UL SERVER | 02-24 16°10 connect successfally

HOST (192 166 1 @7 |
e e 02-24 16:10 Start Create Table
02-24 16:11 sonnzet suceessfully

Datsbase Hame  bistime_db |
USER |sa |
PASSHORD eHERE |

FORT 1433 |

Hints Please stop the senice and then modify the parameters

5.3 License Information

The License Information can be obtained from the About option on the WDMS Home page as shown
below:
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ZK Tz

Software Version
WDMS 8.0.3(Build:20201126.9866)

Authorized Information
Customer Code

Used Device 0710

Used Empleyee 0/Unlimited

Authorized Date 20201127

Expired Date 2021-01-25

Autherized Company WDMS Trial Version

License Activation
Online Activation Download UPK Offline Activation Online Upgrade

License Migration
Export License |Import License

Driver Download
Eingerprint driver
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